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	The Forward Trust Job Description 	 
 	 
	Position Title 
	
Data Protection Officer (DPO)
	Reports To 
	Director of Governance and Quality Assurance

	 
	
	

	Introducing Forward Trust 
	
	


We are Forward, the social enterprise that empowers people to break the cycle of crime or addiction to move forward with their lives. For more than 35 years we have been working with people to build positive and productive lives, whatever their past. We believe that anyone is capable of lasting change. 
Our services have supported tens of thousands of people to make positive changes and build productive lives with a job, family, friends and a sense of community. 
Role/Team Overview 
The primary focus of this role is to ensure the charity’s compliance with relevant data protection legislation, and to independently provide advice, support and guidance on all matters relating to data protection and information governance. The DPO will evaluate and address risk relating to data protection, privacy and information governance across the organisation and work collaboratively with internal and external stakeholders. 

The DPO will be part of the charity’s Governance team and will be managed by, and report to, the Executive Director of Governance and Quality Assurance. The DPO is explicitly authorised to also report directly to the Chief Operating Officer (Senior Information Risk Owner), senior management and to the board of trustees. 
  
Principal Accountabilities 
· Oversee an assurance program and related Data Protection compliance audits 
· Lead on data subject rights, including the management of DSARs, erasure, rectification, restrictions and related issues
· Monitor compliance with data protection laws, inform, advise and manage the assignment of responsibilities to deliver compliance with data protection laws and policies 
· Oversee the maintenance of records required to demonstrate data protection compliance
· Supervise and advise on data protection impact assessments and vendor/processor assurance and due diligence, including data processing agreements and similar
· Deliver a training and awareness programme to foster and maintain high standards of data protection and privacy.
· Support the data incident response and data breach notification procedures, including post-incident root cause and corrective actions tracking
· Provide expert advice on data protection and information governance aspects of Business Continuity Planning and organisational resilience.
· Provide updates on the data protection compliance programme within the Governance & Quality Framework 
· To lead on project planning for new contracts and amendments to existing service delivery where a robust project management plan and oversight is required.
· To provide professional timely and well-planned support and advice to colleagues throughout the organisation in relation to policy reviews and updates, working with them to drive improvements in quality and guarantee that activities comply with the necessary legislative, and regulatory standards.  
· Establish and maintain excellent, collaborative relationships with staff throughout the organisation to gain information about issues and challenges with the work and raise their consciousness about the requirements of UK GDPR. 
· Alert the Chief Executive, Chief Operating Officer and Board of Trustees, as appropriate, to any significant risks or concerns arising in the course of managing and monitoring the organisation’s data processing or control methods and to highlight risks in accordance with risk management protocols. 
· Cooperate with and act as the contact point for the ICO/IC 
Person Specification 
Qualifications 
· Educated to degree level or similar. 
· Certified GDPR Foundation AND Certified GDPR Practitioner, and/or Certified Data Protection Officer (C-DPO), CIPP/E, CIPM or equivalent demonstrable expertise.
Experience 
Essential 
· Experience of legal, compliance, IT security/ Information Security or audit background  
· Experience of dealing with external regulators and creating appropriate responses
· Expert knowledge of data privacy legislation including UK GDPR  
· Experience in a similar type of role dealing with Policy development, Data Protection Impact Assessments, complex Data Subject Access Requests, Government bodies 
· Experience in managing and reviewing incidents and breaches 

Desirable 
· Experience of working directly with non-executives or Board members.  
· Experience of working on Data Protection within the NHS, MOJ, local authorities or third sector
· Experience of working with vulnerable individuals’ data protection.
  
Skills/ Knowledge  
Essential 
· Strong knowledge of Governance and Quality issues in relation to substance misuse and employment services and an understanding of how to drive improvements in quality and compliance through project management and policy development.
· Track record of driving service implementation and adaptations to operational improvements in a complex organisation. 
· A deep knowledge of data protection and linked governance issues as they relate to the organisation’s activities. 
· An organised, methodical working style and an ability to work independently. 
· A collaborative working style and the ability to communicate effectively with a variety of audiences, including commanding the respect of third-party counterparts, senior colleagues and non-executives. 
· Personal resilience and willingness to deal robustly but tactfully with opposition. 
· Able to conduct the role independently and with integrity. 
· Ability to plan, organise and prioritise tasks and projects. 
· Good personal communication skills capable of dealing with wide range of stakeholders, including senior management. 
· Proven ability to establish and maintain a high degree of confidentiality, respect, trust and credibility at all levels. 
· Ability to make good judgements regarding risks and to prioritise resources and activity around managing those risks.
Desirable 
 Knowledge and understanding of the drug and alcohol field 
· Knowledge and understanding of the criminal justice system 
· Familiarity with the ISO 27001:2022 standard

	Forward Trust Vision, Mission, and Values:
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Our Values:
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Responsibility

We believe that individuals
should take responsibility for
the impact their behaviour has
on others, showing personal
strength and insight to confront
problems with honesty,
openness and a willingness to
change.

Evidence

We have an unflinching
commitment to researching and
understanding the evidence of
our impact, and making
changes to what we do in the
light of this evidence.

Influence and Insight

We believe that one person’s
transformation has a deep
impact on the people around
them, spreading positive
influences to family and
community, and that what we
teach our clients about
believing and investing in
change with openness and
positivity must also be applied
to ourselves.
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Vision

Our vision is that anyone, however marginalised and
whatever their history and circumstances, can find
the help they need to build a fulfilling and productive
life with family, work and community, while inspiring
and supporting others to follow the same path.

Mission

‘Our mission is to bring lasting change to
people’s lives by delivering services that
inspire the belief in a better life, and
provide clear steps to achieve this
change — bringing benefits to our service
users, their families and communities.





